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Advisory Summary 

Issue Name Intel PROSet/Wireless Elevation of Privilege 

Vendor Intel Corporation 

Discovered By Thomas Hibbert, Insomnia Security 

Reported To Intel PSIRT via secure@intel.com and via HackerOne 

Vulnerable Program iWrapper.exe component of Intel PROSet/Wireless 

Vulnerable Versions Intel lists the following as vulnerable: All versions prior to 20.90.0.7 

Vulnerability Type Elevation of Privilege 

Access Required Code execution on system as low privileged user 

Privileges Gained NT AUTHORITY\SYSTEM 

Timeline June 2018: Utilised  

10 July 2018: Disclosed to Intel PSIRT  

11 July 2018: CVE-2018-12177 allocated 

12 July 2018: Additionally, disclosed to Intel PSIRT via HackerOne 

19 July 2018: Acknowledged by Intel PSIRT as high severity 

08 Jan 2019: Intel Security Advisory INTEL-SA-00182 released 

25 July 2019: Insomnia Security Advisory released 

 

Vulnerability Summary 

Intel PROSet/Wireless is subject to an elevation of privilege vulnerability allowing a low-privileged user who has code 
execution access to a Windows system with the Intel PROSet/Wireless driver suite installed to elevate privileges to 
that of NT AUTHORITY\SYSTEM. 

The vulnerable component is the Intel Wireless Event Log service. 

  

http://www.insomniasec.com/
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Vulnerability Details 

The Intel Wireless Event Log service (EvtEng.exe) calls cacls.exe to set the Users:C permissions bit recursively 

on the c:\ProgramData\Intel\Wireless directory at start up. If an attacker places a symbolic link or directory 

junction in the directory, the target of the junction will also have its permissions reset allowing the attacker to write to 
arbitrary locations on the system.  

Additionally, an undocumented flag to the iWrapper.exe utility allows a low-privileged attacker to stop and start 

Intel PROSet/Wireless services. If the permissions overwrite flaw is used to reset the permissions of the c:\Program 

Files\Intel\Wireless directory, then this may be used to escalate permissions without the need to reboot the 

target system. 

Note: Exploit code for this vulnerability was provided to Intel PSIRT at the time of disclosure. 

 

Vulnerability Discovery 

This issue was discovered through the use of the Sysinternals Process Monitor tool (procmon): 

https://docs.microsoft.com/en-us/sysinternals/downloads/procmon    

Configure procmon to log only SetSecurityFile operations for NT AUTHORITY\SYSTEM within the 

c:\ProgramData directory as shown below: 

 

By enabling procmon’s Boot Logging mode and restarting the system, the cacls.exe call is revealed: 

 

The provenance of the cacls.exe call can by inspected by double clicking it within Process Monitor: 

 

http://www.insomniasec.com/
https://docs.microsoft.com/en-us/sysinternals/downloads/procmon
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The parent PID of the process in this instance is 6016, which is the Intel iWrapper.exe application. In turn, the 

parent PID of this process is EvtEng.exe, which is the Intel Wireless Event Log service. This occurs every time the 

service is started, which in normal operation is at boot time.  

The command line indicates that the Users group is being assigned the Change operation, recursively, under the 

c:\ProgramData\Intel\Wireless folder. This is exploitable due to the recursive option /T, and cacls will 

descend into any child folder, even if that folder is a directory junction.  

Directory junctions can be created using the mklink utility. 

 

Mitigation Advice / Recommendations 

Apply the patches provided by Intel at: https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00182.html 

Consider reviewing the footprint of drivers deployed on enterprise systems. The full PROSet/Wireless suite is not 
generally required on modern systems; the configuration of wireless interfaces is better handled by Windows itself. 

  

http://www.insomniasec.com/
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00182.html


 

Insomnia Security Group Limited 
www.insomniasec.com 

SPECIALISED INFORMATION SECURITY 
CONSULTANCY SERVICES 

ADVISORY 

 

 

About Insomnia Security 

Founded in 2007, Insomnia Security is a team of more than thirty IT professionals, including a consultancy team with 
well over 75 years combined experience in commercial, offensive security. 

With offices in Auckland and Wellington, as well as global partners around the world, we are well positioned to provide 
penetration testing and other IT security services to our clients. Understanding the subtle differences in IT security 
testing that companies require, the team at Insomnia Security are experienced in tailoring services to meet the scope 
and requirements of our customers. 

Specialising in offensive security testing services, our teams regularly attend specialist training and conduct in-house 
research and tool development, ensuring that they are always aware of current attacks and exploitation techniques. 
With a range of services to cover most technical security testing requirements, Insomnia Security are the team to 
help you rest secured. 

 

Legal Statement 

The information in this advisory document is provided for research and educational purposes only. 

Whilst every effort has been made to ensure that the information contained in this document is true and correct at 
the time of publication, Insomnia Security accepts no liability in any form whatsoever for any direct or indirect 
damages arising or resulting from the use of or reliance on the information contained herein. 
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